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NO.1 What is needed to verify that a newly implemented security solution is performing as expected
?

A. a detailed physical and logical topology

B. a cost analysis of the implemented solution

C. detailed logs from the AAA and SNMP servers

D. results from audit testing of the implemented solution

Answer: D

Explanation:

Recommended by Cisco verification plan for designing a security solution includes verification of an
implemented security solution requires results from audit testing of the implemented solution.
Reference:

http://www.ccnpguide.com/design-documentation/

NO.2 What are three results of issuing the switchport host command? (Choose three.)

A. disables EtherChannel

B. enables port security

C. disables Cisco Discovery Protocol

D. enables PortFast

E. disables trunking

F. enables loopguard

Answer: AD,E

Explanation:

The switchport host command disables channeling, enables spanning-tree portfast and enables the
switchport nonegotiate command to turn off DTP negotiation packets.

Reference:
http://www.cisco.com/en/US/products/hw/switches/ps700/products_tech_note09186a008015bfd6.
shtml#hostfix

NO.3 Which three items are configured in MST configuration submode? (Select three)
A. Region name

B. Configuration revision number

C. VLAN instance map

D. IST STP BPDU hello timer

E. CST instance map

F. PVST+ instance map

Answer: AB,C

Explanation:

spanning-tree mst configuration:

Use the spanning-tree mst configuration command to enter the MST configuration submode. Use
the no form of this command to return to the default MST configuration.

Defaults:

The default value for the MST configuration is the default value for all its parameters:
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Usage Guidelines:
The MST configuration consists of three main parameters:

NO.4 By itself, what does the command aaa new-model enable?

A. It globally enables AAA on the switch, with default lists applied to the VTYs.

B. Nothing; you must also specify which protocol (RADIUS or TACACS) will be used for AAA.

C. It enables AAA on all dotlx ports.

D. Nothing; you must also specify where (console, TTY, VTY, dot1x) AAA is being applied.

Answer: A

Explanation:

aaa new-model enable the AAA access control model. Access control is the way you control who is
allowed access to the network server and what services they are allowed to use once they have
access. Authentication, authorization, and accounting (AAA) network security services provide the
primary framework through which you set up access control on your router or access server.
Reference:
http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/scfaaa.html

NO.5 Which MST configuration statement is correct?

A. MST configurations can be propagated to other switches using VTP.

B. After MST is configured on a Switch, PVST+ operations will also be enabled by default.

C. MST configurations must be manually configured on each switch within the MST region.

D. MST configurations only need to be manually configured on the Root Bridge.

E. MST configurations are entered using the VLAN Database mode on Cisco Catalyst switches.
Answer: A

Explanation:

In addition to propagating VTP information, version 3 can propagate Multiple Spanning Tree (MST)
protocol database information. A separate instance of the VTP protocol runs for each application that
uses VTP.

Reference:
http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3560/software/release/122_52_se/con
figuration/guide/3560scg/swvtp.html

NO.6 Refer to the exhibit.
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HSRP 1
171.16.6.100
I:I_ 10.10.1.0/24
Link A
S0

D! - 10.10.2.024 gy~ EO

I:l 171.16.6.0/24

= E0 S0_"10.10.3.0124

7 = 3

R1# show running-config EZ2# show running-config
| !
interface Ethernetl interface Ethernet0
ip address 171.16.6.5 255.255.255.0 ip address 171.16.6.6 255.255.255.0
standby 1 ip 171.16.6.100 standby 1 ip 171.16.5.100
standby 1 priority 105 standby 1 preempt
standby 1 preempt standby 1 track Seriall 10
standby 1 track Serial0l 10 !
; interface Seriall
interface Seriall ip address 10.10.2.2 255.255.255.0
ip address 10.10.1.1 255.255.255.0 !
! <output omitted>
<output omitted>

HSRP has been configured and Link A is the primary route to router R4. When Link A fails, router R2
(Link B) becomes the active router. Which router will assume the active role when Link A becomes
operational again?

A. The primary router R1 will reassume the active role when it comes back online.

B. The standby router R2 will remain active and will forward the active role to router R1 only in the
event of its own failure.

C. The standby router R2 will remain active and will forward the active role to router R1 only in the
event of Link B failure.

D. The third member of the HSRP group, router R3, will take over the active role only in event of
router R2 failure.

Answer: A

Explanation:

When Link A goes down, the HSRP priority value of R1 goes down to 95 (105-10) so R2 will be the
active router as it is using the default priority of 100. When Link A comes back up, R1's priority is then
105 again and since pre-emption is enabled, it will take back over the active role again.

NO.7 Which statement best describes implementing a Layer 3 EtherChannel?
A. EtherChannel is a Layer 2 feature and not a Layer 3 feature.
B. Implementation requires switchport mode trunk and matching parameters between switches.

642-813 exam guide torrent, 642-813 test preparation materials, 642-813 exam training materials
https://www.testkingfree.com/Cisco/642-813-practice-exam-dumps.html



https://www.testkingfree.com/Cisco/642-813-practice-exam-dumps.html

The best 642-813 Practice Exam Preparation Materials are high pass rate - TestKingFree

C. Implementation requires disabling switchport mode.

D. A Layer 3 address is assigned to the physical interface.

Answer: C

Explanation:

To enable Layer 3 EtherChannel all interfaces participating in channel creation must be in routing
mode. To move interface from switching mode to routing mode one uses the command no
switchport.

Reference:
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/i0s/12.1E/native/configuration/guide
/c hannel.html

NO.8 Refer to the exhibit.
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JobH show interface gigabitethernet 0.1 switchport
Marme: (5041

switchport: Enabled

Administrative Mode: trunk

Clperational Mode: trunk

Administrative Trunking Encapsulation: dotl g
COperational Trunking Encapsulation: dotlg
Megotiation of Trunking: On

Access Mode WLAN: 1 [default)

Trunking Mative Mode SLAN: 1 (default)

Woice WLAN: none

Administrative private-vlan host-association: none
Adrministrative private-vlan mapping none
Administrative private-vlan trunk native %LAMN: none
Administrative private-vlan trunk encapsulation: dotlg
Adrministrative private-vlan trunk normal WLAMS: none
Administrative private-vlan trunk private %LANs: none
Operational private-vlan: none

Trunking “LAMN=s Enabled: ALL

Fruning %LAMs Enabled: 221001

Capture Mode Disabled

Capture WLAMNs Allowed: ALL

J5bH show vlan

WLAN Mame otatus Pors

1 defauk active  GO/2, GIDS, Gl GiAs

2 WLANOODZ active GO/M&B, GOS, GG, GiDMY
GOAM0, Gl 1, Gi0A 2

1002 fddrdefault actiunsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unzup

Which two statements are true? (Choose two.)

A. Interface gigabitethernet 0/1 has been configured as Layer 3 ports.

B. Interface gigabitethernet 0/1 does not appear in the show vlan output because switchport is
enabled.

C. Interface gigabitethernet 0/1 does not appear in the show vlan output because it is configured as a
trunk interface.

D. VLANZ has been configured as the native VLAN for the 802.1q trunk on interface gigabitethernet
0/1.

E. Traffic on VLAN 1 that is sent out gigabitethernet 0/1 will have an 802.1q header applied.

F. Traffic on VLAN 2 that is sent out gigabitethernet 0/1 will have an 802.1q header applied.
Answer: C,F
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Explanation:

From the output of show interface gigabitethernet 0/1 switchport command we can see this port is
currently configured as trunked port (Operational Mode: trunk) and uses 802.1q encapsulation. So
surely the "show vlan" command will not list this port -> C is correct.

Also from the first output we learned the native VLAN is VLAN 1 (Trunking Native Mode VLAN:1) so
only traffic from this VLAN is sent untagged -> traffic sent from VLAN 2 out this port will have an
802.1q header applied -> F is correct.

NO.9 CORRECT TEXT

 VLAN21
Each of these vlans has one host each on its ports
SVlonvlan1-ip 192.168.1.11 Switch B -Ports 3, 4 connected to ports 3 and 4 on Switch A
Port 15 connected to Port on Router.
Tasks to do:
1.Use non proprietary mode of aggregation with Switch B being the initiator -- Use LACP with B being
in Active mode
2.Use non proprietary trunking and no negotiation -- Use switchport mode trunk and switchport trunk
encapsulation dotlq
3.Restrict only to the VLANs needed -- Use either VTP pruning or allowed VLAN list. The preferred
method is using allowed VLAN list
4.5Vl on VLAN 1 with some ip and subnet given
5.Configure switch A so that nodes other side of Router C are accessible -- on switch A the default
gateway has to be configured.
6.Make switch B the root
Answer:
on Switch A
verify with show run if you need to create vlans 21-23
int range fa0/9 - 10
switchport mode access
switchport access vlan 21
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spanning-tree portfast

no shut

int range fa0/13 - 14

switchport mode access

switchport access vlan 22
spanning-tree portfast

no shut

int range fa0/16 - 16

switchport mode access

switchport access vlan 23
spanning-tree portfast

no shut

int range fa0/3 - 4
channel-protocol lacp

channel group 1 mode passive

no shut

int port-channel 1

switchport mode trunk

switchport trunk encapsulation dotlq
spanning-tree allowed vlans 1,21-23
no shut

intvlian 1

ip address 192.168.1.11 255.255.255.0
no shut

SWB

conft

interface range fastethernet 0/9-10
switchport mode access

switchport accress vlan 21
spanning-tree portfast

no shut

interface rang fastethernet 0/13-14
switchport mode access

switchport accress vlan 22
spanning-tree portfast

no shut

interface rang fastethernet 0/15-16
switchport mode access

switchport accress vlan 23
spanning-tree portfast

no shut

interface range fastethernet 0/3-4
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switchport trunk encapsulation dotlq
switchport trunk native vian 99

switchport trunk allowed vlan 1,21-23,99
switchport mode trunk

channel-protocol lacp

channel-group 1 mode passsive

no shut

// port-channel 1 automatically created and nothing needs to be configured under it
ip default-gateway 10.10.10.1

// VLAN 1 already configured nothing more to be done on it
SWA

vlan 21

vlan 22

vlan 23

interface range fastethernet 0/3-4
switchport trunk native vlan 99

switchport trunk allowed vlan 1,21-23,99
switchport mode trunk

channel-protocol lacp

channel-group 1 mode active

no shut

spanning-tree vlan 1,21-23,99 root primary

NO.10 You have configured a Cisco Catalyst switch to perform Layer 3 routing via an SVI and you have
assigned that interface to VLAN 20. To check the status of the SVI, you issue the show interfaces vlan
20 command at the CLI prompt. You see from the output display that the interface is in an up/up
state. What must be true in an SVI configuration to bring the VLAN and line protocol up?

A. The port must be physically connected to another Layer 3 device.

B. At least one port in VLAN 20 must be active.

C. The Layer 3 routing protocol must be operational and receiving routing updates from neighboring
peer devices.

D. Because this is a virtual interface, the operational status is always in an "up/up" state.

Answer: B

Explanation:

The SVl interfaces have to fulfill the following general conditions to be up/up:

VLAN exists and is in active status on the switch VLAN database.

VLAN interface exists on the router and is not administratively down.

At least one L2 (access port or trunk) port exists and has a link up on this VLAN. The latest
implementation of the autostate feature allows synchronization to Spanning-Tree Protocol (STP) port
status.

A VLAN interface will be brought up after the L2 port has had time to converge (that is, transition
from listening-learning to forwarding). This will prevent routing protocols and other features from
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using the VLAN interface as if it were fully operational. This also prevents other problems, such as
routing black holes, from occurring.

At least one L2 (access port or trunk) port is in spanning-tree forwarding state on the VLAN. So for SVI
to bring the vlan and line protocol up at least one port in that vlan must be active.

Reference:
http://www.cisco.com/en/US/products/hw/switches/ps700/products_tech _note09186a0080160b14
. shtml

NO.11 By default, all VLANs will belong to which MST instance when using Multiple STP?

A. MSTO00

B. MSTO1

C. The last MST instance configured

D. None

Answer: A

Explanation:

Recall that the whole idea behind MST is the capability to map multiple VLANs to a smaller number of
STP instances. Inside a region, the actual MST instances (MSTIs) exist alongside the IST. Cisco
supports a maximum of 16 MSTIs in each region. IST always exists as MSTI number 0, leaving MSTI 1
through 15 available for use. By default all VLANs are belonged to MSTOO instance.

NO.12 Refer to the exhibit.

Switch(config) # interface FastEthernetD/f1

Switch(config=1if) ¥ switchport access wlan 21

Switch(config=if)# switchport mode access

Switch{config-1if)# switchport voice wlam 22

Swicch(config-1if) ¥ switchport port-security

Switch{config-if)# switchport port-security maximam 20

Switchi{config-if) ¥ switchport port-security violation restrict

Switchiconfig-if) ¥ switchport port-security mac-address sticky
Switchiconfig-if) ¥ switchport port-security mac-address sticky 0000.0000.0002
Switchi{config-if) ¥ switchport port-security mac-address 0000.0000.0003
Switch(config-if) ¥ switchport port-security mac-address sticky 0000.0000.0001 vlan veioe
Swvitch{config=if) # switchport port-security mac-address 0000.0000.0004 vlan veoice
Swvitch{config=1if) ¥ switchport port-security maximum 10 vlan access
Swicch(config-1f)H switchport port-seourity mawimum 10 wlan veioe

From the configuration shown, what can be determined?

A. The sticky addresses are only those manually configured MAC addresses enabled with the sticky
keyword.

B. The remaining secure MAC addresses are learned dynamically, converted to sticky secure MAC
addresses, and added to the running configuration.

C. Avoice VLAN is configured in this example, so port security should be set for a maximum of 2.

D. A security violation restricts the number of addresses to a maximum of 10 addresses per access
VLAN and voice VLAN. The port is shut down if more than 10 devices per VLAN attempt to access the
port.

Answer: B

Explanation:

By enabling sticky port security, you can configure an interface to convert the dynamic MAC
addresses to sticky secure MAC addresses and to add them to the running configuration. You might
want to do this if you do not expect the user to move to another port, and you want to avoid
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statically configuring a MAC address on every port. To enable sticky port security, enter the
switchport port-security mac-address sticky command. When you enter this command, the interface
converts all the dynamic secure MAC addresses, including those that were dynamically learned
before sticky learning was enabled, to sticky secure MAC addresses. The sticky secure MAC addresses
do not automatically become part of the configuration file, which is the startup configuration used
each time the switch restarts. If you save the running config file to the configuration file, the interface
does not need to relearn these addresses when the switch restarts. If you do not save the
configuration, they are lost.

Reference:
http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/535G/configuration/port_sec.ht
m [#wp1047668

NO.13 Refer to the exhibhit.

Switch# configure terminal
Switchiconfigit vlian 20

Switch (config-vlan & private-vlan primary
Switch{config-vlan j# exit

Switch(configt vian 501
Switch(config-vlan @ private-vlan isolated
Switch (config-vlan & exit

Switch (config)# vlan 502

Switch (config-vlan & private-vlan community
Switch (config-vianj# exit

Switch{configk vian 503
Switchiconfig-vian ¥ private-vlan community
Switch (config-vlan J# exit
Switchiconfigit vlian 20

Switch (config-vlan & private-vlan association 501-503
Switchiconfig-vlan # end

Which statement about the private VLAN configuration is true?

A. Only VLAN 503 will be the community PVLAN, because multiple community PVLANS are not
allowed.

B. Users of VLANs 501 and 503 will be able to communicate.

C. VLAN 502 is a secondary VLAN.

D. VLAN 502 will be a standalone VLAN, because it is not associated with any other VLANS.
Answer: C

Explanation:

VLAN 502 has been configured as private-vlan community. So it is a secondary PVLAN

NO.14 In the MAC address 0000.0c07.ac03, what does the "03" represent?
A. HSRP router number 3
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B. Type of encapsulation

C. HSRP group number

D. VRRP group number

E. GLBP group number

Answer: C

Explanation:

Each router keeps a unique MAC address for its interface. This MAC address is always associated with
the unique IP address configured on the interface. For the virtual router address, HSRP defines a
special MAC address of the form 0000.0c07.acxx, where xx represents the HSRP group

number as a two-digit hex value. For example, HSRP Group 1 appears as 0000.0c07.ac01, HSRP
Group 16 appears as 0000.0c07.ac10.

Reference: Cisco Hot Standby Router Protocol (HSRP)
(http://tools.ietf.org/html/rfc2281#page-13)

NO.15 HOTSPOT

| ]

This item contains several questions that you must answer. You can view these questions by clicking on the corresponding button to the

left. Changing questions can be accomplished by clicking the numbers o the left of each question. In order to complete tre questions,

you will need to refer tc the topology.

To gain access fo the topology, click on the topology button at the bottorr of the screen. When you have finished viewing the topology, you

can return to your questions by clicking on the Cuestions button to the lef.

Each of the windows can be minimized by clicking on the [-]. You can also reposition a window by dragging it by the title bar.

J.

I =]

Ferris Plastics, Inc. is a medium sized company, with an enterprise network (access, distribution and core switches) that orovides LAN
connactivity from user PCs to corporate servers. The distribution switches are configurad to use HERP to provide a high availability
solution.

DSW1 - primary device for VLAMN 101 VLAN 102 and VLAN 105

DEW2 - primary device for VLAMN 103 and VLAN 104

Afailure of GigabitEthernet1/0/1 on primary device should cause the primary device to release its status as the primary device,

unless GigabitEthernet1/0/1 on backup device has also failed.

Troubleshooting has identified several issues. Currently all interfaces are up. Using the running configurations and show commands,
you have been asked to investigate and respond to the following questicns.
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Topology Q

Console 2

Console 1 gig “/0/2

V_AN 101 VLAM 102 WLAMN 103 VLAM 104 WLAMN 104 WLAM 103 WLAM 102 VLAM 101

Question #1

Dwuring routine maintenance, GigabitEthernet1/0/M1 on D3W1 was shut down. All other
interfaces were up. DSW2 became the active HSRP device for VLAN 101 as desired.
However, after GigabitEthernet1/0/1 on D3W1 was reactivated, DSWA did not become the
active router for VLAM 101 as desired. What needs to be done to make the group for VLAN
101 function properly?

_ Enable preempt in the VLAM 101 HSRP group on D3W1.
_ Disable preemptin the YLAN 101 HSRP group on DSWZ2's.

In the VLAMN 101 HERP group on DSWH, decrease the priority value to a value that is less
= than the priority value configured in the YLAMN 101 HSRP group on DSW2,

Decrease the decrement value in the track command for the YLAN 101 HERP group on
_ D3WT's to avalues less than the value in the track command for the VLAN 101 HSRP
group on DSW2.

Answer:
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Dwring routine maintenance, GigabitEthernet1/0M1 on DEW1 was shut down. All other
interfaces were up. DSW2 became the active HSRP device for VLAN 101 as desired.
However, after GigabitEthernet1/0/1 on DSW1 was reactivated, DSW1 did not become the
active router for VLAM 101 as desired. What needs to be done to make the group for VLAN
101 function properly?

[ Enable preempt in the VLAN 101 HSRP group on DSWA.
Disable preemptin the VLAN 101 HSRP group on DSW2's.

In the VLAM 101 HERP group on DSW, decrease the priority value to a value that is less
than the priority value configured in the VLARN 101 HSRP group on DSW2.

Decrease the decrementvalue in the track command for the WLAM 101 HSRP group on

D3W1's to avalues less than the value in the track command for the YLAN 101 HERP

group on D3W2.
Explanation:
Enable preempt on the VLAN 101 HSRP group on DSW1 Issue the "show run™ command and you can
see that the "standby 1 preempt" configuration command is missing on DSW1. This is needed for it to
become the active HSRP router immediately.
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